KKK_Web User Manual
Version 2.31
Valid from: 1 May 2010

External Communication Centre (KKK2)
USER MANUAL

Part |

The KKK-WEB application

®
<

<

%
kY

“En I'UG“

2010 - Version 2.31
Valid from: 1 May 2010

o
s
3
D

1
Prepared by: Hungarian Customs and Finance Guatgi@yDevelopment Centre
Prepared on: 1 May 2010
Identifier: KKK_Web _felhasznaloi_kezikonyv_v2.310100501



KKK_Web User Manual
Version 2.31
Valid from: 1 May 2010

Table of Contents

4. OWN DATA ... itiutiiitttitniniitesiiieesnssirtesssiistssssiisttsssiisessssstttsssessessssssstessssssesssssssesssssssssssssssssnsssns

4.1 ACTIVATION OF CLIENT REGISTRATION ....uueuitieieeeiirtteteessiuitreteeeseasseseeeseessasnreeeessesnnseseseessanmsseeesssannsnnee
4.2 CHANGING DATA — CHANGING DATA OF BASIC AND PRIMARY USERS ....ceteiiiiiimnnieeeiiniriiiieesiiinneieessssnannnnees
4.3 CHANGING A PASSWORD — CHANGE OF OWN PASSWORD ....vvteeiiiinriineeesiiiireteessieiineesessesssisaseeessssnnnenees
4.4 CHANGING E-MAIL ADDRESS — CHANGE E-MAIL ADDRESS FOR BASIC AND PRIMARY USERS......ccovvuureeeerinnnnenen.
4.5 DELETE USER — DELETING BASIC OR PRIMARY USERS .....uvuttieeeeiiuireteesesiintereessasnreeeesssaessnnnseeessensnnneeessanns
4.6 REPEATED ISSUE OF THE ACTIVATION CODE OF THE CLIENT ..eeiiiiiiriirieeiiiiiiiieessiiieeee e siinrecsree s sssiineseeesas

5. CLIENT’S KKK USERS — ADMINISTRATION OF USERS AND PRIVILEGES ..........cccooeuumumrnenreeereeneeeneenns

5.1 REGISTRATION OF A NEW SECONDARY KKK USER .....veveevesteeseseenseeiesteessesseessesseessesseenseessessesnsessesnsesnes
5.2 MAINTENANCE OF SECONDARY USERS...uvevteutesseessessesseesseseessesssesseessesssessesssessesssessesnsessssssesnsessesssesses
5.2.1  Changing the basic data of the SECONAAIY USEr .........c.cueeeuveescieeesiireeiiieeseieessieseeesiaraesnnas
5.2.2 Changing the password Of @ SECONUAIY USEI ........ccuveecueeesieeeeeeiieesiieeesiesesisisesiseesesssiesenns
5.2.3 Changing the e-mail address Of SECONAArY USEIS............oeecveeeeciieeeeiiieeecieeeiiieeeiiveeeeesieaeeans
5.2.4 Changing the access privileges of @ SECONAAIY USEI .............oeeecveeeeceeeeiieeeeiieeeiirieeseeieaeeans
5.5 DELETE A SECONDARY USER .vvevteuvesteetessuesseessessesssesseessesssessessssessesssessesssesssensessessessssssssnsesssassessssesses
5.6 BAN WEB USER(S) INTHE EUC .. vttt ettt ettt s se s se et se e enesesse et sne st eneesesenseneseesaeneane

6. HANDLING OF MESSAGES ......ccceuuuiiiiiiiiiiiiiininiiiiiiiieiiiinsssiiiiieeemmmssssss e

6.1 UPLOAD MESSAGES......uttetteeuteesuteenteesuttenusesateesseesse e suseessseeasaesusessaesuseesheesaseesaseenseesnsseenseessseennsesnnes
6.2 HANDLING RESPONSE MESSAGES
6.2.1 Receiving electronic messages

7. DOWNLOAD XML SCHEMIE ......cccuuuutiiiiiiiiemmmnnnnniiiiiineeiiimmssssiiiiiieeemmmssssssiiieemmsssssssssessen
8. FORGOTTEN PASSWORD ...ceuuuuiiiimnniinemmnniniinnniiiimmmiiiiimssiiieemssitesssseessssissesssssssessssessssssssssssnss

2
Prepared by: Hungarian Customs and Finance Guatgi8yDevelopment Centre
Prepared on: 1 May 2010
Identifier: KKK_Web _felhasznaloi_kezikonyv_v2.310100501




KKK_Web User Manual
Version 2.31
Valid from: 1 May 2010

1. The function of the KKK_WEB user platform

The External Communication Centre — hereinafter RkKis aimed at creating the
possibility of sending documented electronic messabetween the Hungarian
Customs and Finance Guard and its Clients.

The main components of the KKK2 system include:
» KKK-Web,a platform providing data exchange with the user
» KKK-Kozvetit, a mailing system forwarding messages

> Egységes Ugyfélcimtar (EUG), Uniform Client Address Register keeping
record of clients, communication channels and acaghts

This user manual is intended to present the KKK-WEBr platform developed for
the Client side that is part of the KKK2.

The KKK-WEB features two independent functions:

1. Enables the Client to send messages through a érowke system performs
some basic checks concerning the received mesiagdles the documentation
of the message traffic and for a specified peribtinoe stores the messages sent
by the Client and the ones generated by the systethe Client.

2. Ensures for the Client-side users of KKK2 the hanrgdbf access rights, whether
or not the Client handles the message exchangg tisrbrowser-based platform
offered by KKK-WEB or a program developed and ddterby the software
houses.

1.1 Terms

Client: according to the definition of the Act on the geheules of administrative
procedures and services the Client shall be a alaturlegal person or an entity
having no legal personality whose right, rightfotaerest or legal status is affected
by an administrative case; who has been placedruhdecontrol of the authority;
or whose data — including data on real and movabbperties and rights — are
included in the records of the authority.

As regards the relations between the Hungarianodtssand Finance Guard and the
users registered through the KKK2 system, a Chéall be the any natural or legal
person or entity having no legal personality thamducts electronic exchange of
data.

The communication access level of the Client isisteged by the competent
customs office. In the course of the registrationcpdure the Client or his/its
representative presents at the customs office atidthe cooperation of the user at
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the customs office (a customs officer) registesitsi request for electronic data
exchange and subsequently, the access rights edtaalthe Client are issued.

In the course of the registration procedure ther@lreceives on a documented way
the activation code generated by the system, reduior matching the Client
registered at the customs office as a client thah&s to perform electronic data
exchange, with the basic user registered on KKK-WHE& would perform the
message exchange on behalf of the Client.

Taking into account that the internal businessesgstof the Customs and Finance
Guard (VP) use the VPID to identify the Clientgra-condition for registering the
request for electronic data exchange is that thenCiust have a valid VPID code.

KKK user: The real or technical user registered through thb-based system and
holder of the appropriate identifiers (user ID goakssword) that is capable of
performing electronic data exchange through the RisKstem.

- The basic KKK useris a user that has been registered in the web-based
system after providing some personal data (nanmegik-etc.) but is still not
related to a Client. Only a basic user may beconmimary KKK user
assigned to a Client.

- The primary KKK userassigned to the Client is the primary equivalenhef
real Client registered at the customs office tipgtears in the KKK electronic
system, which as a registered basic KKK user ptedarthe customs office
the activation code received in the course of €liegistration. By presenting
the activation code the basic user becomes a priKiK user and receives
every channel privilege (access right) assigneth¢oClient in the course of
his/its registration at the customs office. Tharnany user may transfer such
rights to a secondary users created by the primsey and may inspect the
messages sent to his/its own secondary users.

- The secondary KKK usergssigned to the Client are users that may be
directly related to a Client and that send and ivecéhe messages of the
Client. The primary user may create them, managée ticcess rights and
delete them.

Channel: A channel is a logical means where the exchanggpetific message
types occurs. Each specific channel may serve ali@ythe exchange of specific
message types. Each message type shall be excralnggd on a specific channel.
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2. KKK 2.0 opening page

B (dvozoljiik a Vam- és Pénziigydrség Kiilsé Kommunikécios Kozpontjanak weboldalén!

1. Sign-in screen

Registered users can sign in at the opening pa¢@&kkFWEB and non-registered users
may register as basic users.

The following menu points may be used only aftgnsig in:

= Own data
=  Client's KKK users
» Handling of messages
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3. Registration — Registration of a new KKK user

In order to conduct electronic data exchange orla-ase application or through a web-
based service, the user must first register ag lasir.

Uj alapszinti KKK-felhasznalé regisztralasa

Vezetéknéy || |

Utdnavi: | l

Uténév2: |

E-mail cim: | |

Ujjelszé: | |

Uj jelsza | |

Regisztral

Magyarorszag hu

2. New user registration screen

Once the form is duly completed and sent the agiiioc sends automatically a message
to the e-mail address provided in the course ofstegion. (The screen features the
following text: "We have started processing youguest. An e-mail message will be sent
to you with the result of the processing.”)

eldolgozasi informacia

kerés feldolgozasat elkezdtik. a feldolgozas eredményerdl hamarosan e-mail-ben kildink értesitést

3. Processing information
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If the form is not properly or fully completed, tlapplication displays an error message
informing the user about the mistakes or deficiesc{The family name, e-mail address
and a new password must be entered.)

Criteria for setting a password

* Length: minimum 10 and maximum 15 characters

e It must contain:
- uppercase and lowercase letters,
- numbers,
- special characters

Wrong password! The password must contain at least one number, one uppercase and
one lowercase letter and one special character! The password must have a length between
10 and 15 characters!

To verify the e-mail address provided by the usee tegistration must be activated.
(See:d4.1 Activation of Client registration

The e-mail message sent by the application in these of registration at KKK-WEB
will include a unique activation URL. To activatde user must click on the URL
included in the e-mail message and navigate autoatigtback to the KKK-WEB user
platform. If the activation is successful, the us#reives an e-mail message.

If the user identified a wrong e-mail address thgistration cannot be activated. If the
owner of this mistaken e-mail address clicks on db@vation URL the activation is
performed but the user of the e-mail mailbox widt know the password identified in the
course of the registration.

In the course of basic registration the user ha&h bbegistered as a natural persibra
user that has registered on the KKK-WEB wishes tmduct electronic data exchange
for an operator, such user needs to be assignedtolient being a legal person, an
entity with no legal personality or a natural peradhat is the Client of the Hungarian
Customs and Finance Guard.

Consequently, the Client that wishes to conducttedaic data exchange — or his/its
representative must show up once at the customs office to registemprovenly entitled
person to conduct electronic data exchange.

In the course of such registration the client as/its representativeeceives a client
registration key that is required for the basic usé be assigned to a Client and
become entitled to perform data exchange on beladlthe Client. (Seeb. Client’s
KKK users — administration of users and privileyes
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In this way the user — being a natural person —beaassigned on a safe and controlled
way to a Client of the Customs and Finance Guard.

When appointing basic and future primary users guggested to consider that only one
primary user can be assigned to a Client. Onlyptiary user is entitled to create and
delete secondary users and maintain future accesses
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4. Own data

Basic users can activate their client registration the 'Own data’ menu item, while
both basic and primary users can change their owatal here.

Vam-és Pénzligybrség

------ Udvozoljiik a Vam- és Pénziigy6rség Kiilséd Kommunikdciés Kozpontjanak weboldalan!

| Ugfelragisstracio
_____ | Adatok modasitasa
| Jelszé midositisa
"'| E-mail cim mddositasa
Felhasznald tirése

101543 - bejelentkezve.

Kiglentiezéa

4. Screen displayed upon successful sign-in

If a basic user has not activated his access yetdebe allowed only to change his e-
mail address. Here the user can change an incogretdil address identified in the
course of registration.

In the 'Own data’ menu item the activated secondegrs may change only their own
passwords and every other data piece may be upbgtiénd primary user in the 'Client’s
KKK users’ menu item.

In addition to the above every user that has signdths the option to view his/her data
stored by the system.
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Sajat adatok

Ugyfél

Név: HJU RT

VPID: HU0000015413
EORI: HU0000015413
Azonositd: 100021

Bejelentkezett felhasznalo

Bejelentkezesi név: 102473

Teljes név: Teszt Felhasznald
E-mail cim: bako._balazs@vam.gov.hu
Engedélyezett: v

Aktivalt: v

5. The ‘Own data’ screen appearing after signing-in

4.1 Activation of Client registration

The activation of a Client registration in KKK-WEBnust be requested by the activated
basic user using the Client activation code receiven the customs office.The
activation of a Client registration means assigning a Cliesgistered at the customs
office with a user registered in KKK-WEB. After ththe user may exchange messages
on behalf of the Client and create secondary usdeted to the Client. Information
related to registration at the customs office dredlPOP_R11 data sheet is available on
the http://vam.gov.hu/enyomtatvangage.

Vam- és Pénzilgyérség

------- Udvézoljiik a Vam- és Pénziigydrség Kiilsd Kommunikacios Kézpontjanak weboldalan!

g gisztracio aktivalasa
______ | Adatok médositasa
"""" Jelszd mddositdsa
~| E-mail cim madositasa

Felhasznald tarlése

£ 101543 - bejelentkezve.

Kijslentkezés

6. Own data / Activation of Client registration
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For activation, after signing in select from thé& lmenu the =l e item and
within it the 'Activation of Client registration’ option and then enter the activation code
issued by the customs office in the text field shdaelow.

Vam- és Pénzligy6rség

KKK2? - Kiilsé Kommunikacios Kozpont 2.0

eradian Ugyfélregisztracio aktivalasa KKK-felhasznaléhoz

Aktivacios kod |

. 101594 - bejelentkezve.

POP OpenkKK Portal

am- s Pénzligydrseg

Magyarorszag.hu

7. Own data / Activation of Client registration / Activation code input

The form of the code is checked when it is inpukKKK-WEB. In case of error a fault
message informs the user. If the form of the edteale is correct but the code cannot
be related to a valid Client or the code was alyaskd before, the user receives an e-
mail message.

If the code is correct the application informs theer by means of an e-mail that the

Client registration was successfully activated.

If the activation is successful the activated basiger will be a primary user assigned to
the Client and will automatically receive every caomnication privileges assigned to
the Client by the customs office.

From this point on, only the primary user will batided to create secondary users
assigned to the Client and assign the communicgtiefieges owned to secondary users.

4.2 Changing data — Changing data of basic and pam users

In the Own data menu select tREEEESNERERIEEE (Change data) submenu to
change the name of the activated basic and prioseys and to ban his own access.
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The result of every change will be included by alpglication in an e-mail message.

Vam- és Pénzligydrség

e KKK-felhasznalé adatainak madositasa

Felhasznalo

Bejelentkezési neve: 101594

Teljes neve: Alap Alma

Médosithato adatok
101594 - bejelentkezve | | oo ane AGAt0

Kiglentkezés Vezeteknev. ;!»"-‘\Iap

Ltdnéy 1. 'ﬁ.|_|1'!_iil

Utangy 2.

Letiltva: =]

8. Own data / Changing KKK user data

If the primary or basic user has banned his owrss;cthe application will refer to the
ban and deny access for the banned user. (Egwoing in! The user has been banned!)

If a primary user assigned to the Client is banndtie secondary users assigned to the
Client may continue their activities without altet@an. When banned, the primary user
becomes a secondary user with automatically banstdus.

However in this case no further secondary users leagreated and the data and access
rights of the already registered usesil be not possible as long as a new primary user
assigned to the Client is not created.

The new primary user may validate again the bastetds of a secondary user resulting
from a banned primary user, in accordance withrkguctions described in the 'Client’s
KKK users’ menu item.

4.3 Changing a password — Change of own password

Every activated user may change his/her own passwor
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Gl Jelsz6 modositasa
svma | Felhasznalo

Bejelentkezési neve: 101594

Teljes neve: Alap Alma

Modosithato adatok

101594 - bejelentkezve

“ i
| l

o

Uj jelszd

9. Own data / Change password

The application sends not an e-mail message whmassword is changed but indicates
on the user’s display whether the change was ssitdes not.

Ersebi it s O Jelsz6 modositasa

Minden rendbeh. Sikeres modositas

Felhasznald

Bejelentkezesi neve 101594

Teljes neve: Alap Alma

| 101594 - bejelentkezve.

Kijelentkezes

VPOP OpenkKKK Portal Uj jelazé:

Modosithato adatok

Uj jelszs: | |
| |
‘Magyarorszaghu | Rendben |

10. Own data / Change password / Successful change
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4.4 Changing e-mail address — Change e-mail addris basic
and primary users

In the 'Own data’ menu there is an option to chatigee-mail address of the basic and
primary users as well as any non-activated uséra. decondary user tries to change
his/her e-mail address, the following error messagksplayed:

Warning!
A secondary user may change only his/her own password.

When the e-mail address is changed the systemajesex letter with activation URL for
the new e-mail address to activate the new e-ndditess. If the primary user changes the
password of a secondary user or his/her own pasgsaa fails to click on the URL
received at the new e-mail address, the followiagning is displayed:

"The user has been not activated”

----------- E-mail cim modositasa

Felhasznalo

Bejelentkezési neve: 101594

Teljes neve: Alap Alma

: Modosithato tok
101594 - bejelentkezve. odesithato adato

Kielentkezés E-mail cim: |

11. Own data / Change of e-mail address

If the e-mail address is changed by a user thatnedsactivated his/her registration,
parallel to the activation of the new e-mail addrése user is activated as well, since
such activation is aimed at verifying the e-mailies.
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4.5 Delete user — Deleting basic or primary users

In the 'Own data’ menu both tHeasic and primary user may initiate deleting histhe
own accessTaking into account that this operatioannot be revokedthe application
prompts for a confirmation.

XML séma le

| 101594 - bejslentkezve.

VPOP OpenKKK Portal

KKK-felhasznalo tirlése

Felhasznald
Bejelentkezési neve 101534

Teljes neve: Alap Alma

Tardl

12. Own data / Deleting a KKK user

The user receives an e-mail concerning the deletion

If a primary user has deleted his/her own acceds secondary users assigned to the
Client may continue with their activities. In thisase a new primary user needs to be
registered for the Client.

4.6 Repeated issue of the activation code of thier@

In a justified case (if the activation code is lostmight be obtained by unauthorized
persons, etc.) the re-issue of the activation afdée Client may be necessary. This is
done by the customs entities in EUC. In this chseprimary user assigned to the Client
becomes a secondary user and cannot send messages.

The primary user is not sent an information e-masbncerning the re-issue! In such
cases a new primary user must be registered for@tent.

This procedure fails to affect the privileges of 8econdary users assigned to the Client.
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The following images illustrate the change:

2 KKK2 - Killsd Kommunikaciés Kozpont 2.0 - Windows Internet Explorer =10 5[
o A iz =
@-(.. - |11 https: fikkk, vam. gov huftesztf2 fwebPages/UsersiMessages/Channels, aspx j % | b i S Ii_w% Seatch o

Fdjl Seerkesztés Mezet Kedvencek Eszhkiztk  Sign pc” - | j = e @ 0 Z FDF

A {- = Pt S o 7= L B
G G @ KKK2 - KilsE Kommunikécios Kazpont 2.0 f-?} v B - m v 5 lap v (G Esskizok -

Bl Uzenetek kezelése

Megszemélyesitett -
KKK-felhasznals: 102410 - HUD001052415a a j Kivalaszt |

Valasziizenetek letiltése a megfelelé csatornarol:

Csatorna neve Csatorna technikai neve Letdlt
Elektronikus vameljarasok http-/ivam.gov. hu/COPS “
Exportvisszatéritéses szallitmany berakodasanak bejelentése http:/ivam._gov hu/ARUREG/EVT Ny
ECN+ Kilépési gy(ijtd arunyilatkozat http:#ivam.gov.hu/ECNP “
CDPS eRegadd csatorndja http:/fvam_gov hu/CDOPSRA Ny
ICS (Import Control System), Behozatali Ellendrzt Rendszer http-/ivam_gov hu/ARUREG/CS “
EMCS {Excise Mo?'ement and Control System T Jévedéki Arumozgas és Ellendrzé http:/Avam gov hu/EMCS Ny
‘endszer) csatornaja
Uzenetek feltéltése:
Boritekolt 0zenet feltaltése |

¥

| [T [T [S3Helyiintranet / [Rom - 4

13. Primary user before removal of the activation ade

/2 KKK2 - Kiils# Kommunikéciés Kozpont 2.0 - Windows Internet Explorer B =gl =]
@_::\ = Ia‘,l https:f fkkk. vam. gov. hufteszt 2 fwebPagesiUsers/Messages/Channels, aspx j!@ +5 KMS Search SERRs
F&jl Szerkesztés  MEzet  Kedwencek  Esshéztk  Sdgo pc“ - I j — = @/Z FOF

T8 G @Kz - Kils Kommunikacios Kizpont 2.0 f v B - e lep v (OF Estkbatk -+ 7

‘Vam- és Penzligyorség

KKK2 - Kiils6 Kommunikacios Kozpont 2.0

ieedony Uzenetek kezelése

M Slyesitett
Kk folhmearslé. | 102410 - HUODD10524 163 &

LI Kivalaszt |

Valasziizenetek letéltése a megfeleld, tornarol:

MNincs megjelenitendd csatornat

Uzenetek feltéltése:

Boritekolt (zenet feltdltése

£
| [0 [T [ [S3rehiintranet H100% v o

14. Removal of the activation code of a “Primary” ser

16
Prepared by: Hungarian Customs and Finance Guatgi8yDevelopment Centre
Prepared on: 1 May 2010
Identifier: KKK_Web _felhasznaloi_kezikonyv_v2.310100501



KKK_Web User Manual
Version 2.31
Valid from: 1 May 2010

5. Client's KKK users — administration of users and
privileges

Before presenting this menu item it may be use&fukview the registration process in the
figure below.

15. Registration process

Explanation of the reqistration process:

Sub-process lregistration oluserin KKK-WEB.
After successful registration the user becomeasic usemot assigned to a
Client.

Sub-process 2registration ofClient’s communication privileges at the Customs office.
A pre-condition for the registration of the comnuation privileges is that the
Client must have a valid VPID code. The Custonfie®issues a unique Client
activation code to the Client.
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Sub-process 3The primary user is issued the unique Client atitm code received in
the customs office.

Sub-process 4:The primary user activates the Client registratiorKKK-WEB and
becomes a primary user actually assigned to thenClholding all the
communication privileges assigned to the Client lagithg entitled to administer
the secondary users assigned to the Client.

Sub-process 5Registration of the secondary users by the primagy. Every secondary
user is already assigned to the Client and in a@ecare with the privileges
issued by the primary user is entitled to send agsson behalf of the Client.

The activities described in sections 1 and 2 abueg be carried out in parallel or in
reverse order, of course, since the finalisationarfe of the transactions is a precondition
for the implementation of any other one.

This means that the first step for the registratbbthe users that have the right to send
messages on behalf of the Client is the registratiba basic user in the Registration
menu, which must be followed by the activationoé Client’s registration, which leads

to the transformation of the basic user into a priyruser assigned to the Client.

After reviewing the whole registration process wi# present in the Client's KKK users
menu the administration platform available to thenpry user where secondary users are
registered — the functions of this menu are noilavie for secondary users. ('Only
primary users may use this function!’)

The primary user handles the access privilegesenukests of every user belonging to a
Client. In the application every user assignecheo Client that is not the primary user of
the Client is deemed to be secondary user Secondary users may be created
exclusively by the primary user.
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In the MENEESSSEREELEER menu (Client's KKK users) the application displdls data
of every user assigned to the Client.

According to the figure below, in addition to thenpary user the Client may be assigned
more than one secondary users.

@ Vam- és Pénzligy6rség

8 (igyfel KKK-felhasznaldinak adminisztralasa

Ugyfei

Név: HJU RT

VPID: HUD000015413
EORI HU0000015413

F102473 ~ bejelentiezve

Kicleatkezés Azonosito: 100021

ligyfél felhasznaloi:

123
Azonosito Teljes név E-mail Engedély ? |Elsédleges? [ Modesit|Jelszo | E-mail | Jogok | Torlés
100210 Teszt Masodlagos Felhasznalo [ 20070503@citromail.hu v ral 7 2 @ '5§ s
100224 | Gyuricza Andras 20070509@citromail hu v < 7 @ 8§ | @
100243 | TESZT 22 kaiser zsolt@mail vpop. hu v > e @ 8§ | T
100260 | 200705 09 20070509@citromail hu v > a @ | 8§ | @
100275 | Teszt 20070509 kaiser.zsolt@vam.gov.hu v < @ 88 | W
100284 | ABIFO 1 marko krisztina@mail vpop hu v >< 1 @ 88 | W
100353 | Bartok Zoltan bartok zoltan@vam.gov. hu v > o 2 @ |8 | 7
100354 | Téth Donat toth.donat@vam.gov.hu v < a k @ 85 | &
100356 Zsemlye Péter zsemlye peter@vam gov hu v 7< A @ §§ i
100357 | Acs Gabriella acs gabriella@vam gov.hu v > @ 8§ i

123

Uj masodiagos KKK-felhasznals regisztralasa |

|
16. Administration of Client's KKK users

By clicking on the 'Registration of new secondariKiK user’ button a new secondary
user may be created,;

By entering the data shown on the screen belowpaesking the 'Register’ button a new
user appears immediately on the Administration lr€s KKK users screen.
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——————— Uj masodlagos KKK-felhasznalo regisztralasa

Ugyfeél
""" Név: HJU RT
VRID: HU0000015413
: EORI: HU0000015413
{ 102473 - bejelentkezve.
: Kislenthezia | Azonosite: 100021
llj felhasznalo

VPOP OpenkKK Portal || ERVISHUSISY owey

Magyarorszag hu Utdnev 1. ITihamér
Uténév2. |
E-mail cim: |teszt@vam_guv_hu
Uj jelsza: |
Uj jelsza: I
Regisztral |
Vissza
123
Azonosito| Teljes név E-mail Engedélyezett? |Elsodleges? | Modosit|Jelszo | E-mail | Jogok | Torlés
101798 Teszt Tihamér | teszt@vam.gov.hu V < '8 e @ §§ W
123
[ Uj masodlagos KKK-felhasznald regisztralasa ]

17. Screen displaying when a new secondary KKK usés registered

The administration page offers the option to chamgdelete the data of a user, set his
password, send him an e-mail message or chandgeehmivileges.

On the screen below a specific secondary user éws lbanned by a primary user, whose
result is displayed on the administration scregrihé 'Enabled’ column there is”. sign
meaning that these users are not entitled to sess$ages so that KKK-WEB will reject
their attempt to sign in.

20
Prepared by: Hungarian Customs and Finance Guatgi8yDevelopment Centre
Prepared on: 1 May 2010
Identifier: KKK_Web _felhasznaloi_kezikonyv_v2.310100501



. 101675 - bejslentkezve.

Kijslentkezés

_"_«"_FjCJF' OEE.'H .t

_I':ui:;gyamrszég hu

KKK_Web User Manual
Version 2.31
Valid from: 1 May 2010

KKK-felhasznalo adatainak modositasa

Felhasznalo
Bejelentkezesi neve: 101798
Telies neve: Teszt Tihamer

Modosithaté adatok

Vezetsknéy Teszt
Uténév 1. Tihamér
Uténey 2 - |

Letiltva:
Missza

* Vam-és Pénziigyorség

KKK2 - Kiils6 Kommunikacios Kozpont 2.0

------- Ugyfél KKK-felhasznalinak adminisztrald

Ugyfél

Azonositd: 100021

Téy: HIURT

{igyfal felhasznalsi: v
123

Azonosito| Teljes nev E-mail Engedeélyezett? |[Elsddleges?|Modosit|Jelszo | E-mail | Jogok | Tarles

101798 Teszt Thamer | teszt@vam.gov.hu > > & e @ §§ W
123

U masodlagos KKK-felhasznald regisztrélasa

18. Change of the data of a KKK user

The banned status of a user may be uplift by thegry user.

Banned users are not displayed onliteof users of the application
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The maintenance operations that may be conductetheruser platform include the
following:

»  Regqistration of a new secondary KKK user

»  Changing the data of already registered users:
- Changing a password,
- Changing an e-mail address,
- Changing access privileges,
- Banning

»  Deleting a user.

5.1 Registration of a new secondary KKK user

A new secondary user may be created in the 'CBelRKK users’ menu.
The page displayed already feature the name andifide of the Client to whom the
secondary user to be created would belong.

When the primary user creates the secondary uberssyistem generates an e-malil
message for information. (The password is set leyghmary user for the secondary
users.)

After the registration the primary user needs tosaggn communication privileges to the
new secondary user to enable it to send messagdsebalf of the Client.

? Vam- és Pénzligydrseg
',

Felhasznaloi jog rendelése KKK-felhasznaléhoz

Ugyfel

Azonositd: 100021

Mév: HJU RT
........ == Felhasznalé

Bejelentkezési neve: 101798

Teljes neve: Teszt Tihamer

Felhasznaldi jog érvényessége (&ééé.hh.nn dé:pp)
Enényesség kezdate:
Enényesség vége:

Hozzarendelendé jog (csatorna):

Csatorna neve Technikai neve Ervényesség kezdete |Ervényesség vége | Hozzarendel
Elektronikus vameljarasok http:/ivam.gov.hu/CDPS 2008.09.25. 13:15 2099.12.12. 1212 @
Export-visszatéritéses szélltmany berakoddsanak bejelentése | http:/ivam.gov.hu/ARUREG/EVT | 2009.03.03. 13:48 2099.12.31. 00:00 @
ECN+ Kilépési gyljtd arunyilatkozat http=ffivam gov hu/ECNP 2009 0518 10-00 209912 31 23:59 @

Vissza

19. Screen of access privileges
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5.2 Maintenance of secondary users
5.2.1 Changing the basic data of the secondaryruse

In the modification menu the primary user may cletige name of the selected user,
may ban such user or release a previously esteldlisan.

e 00U KKK-felhasznalé adatainak modositasa

Felhasznalo
Ozenotol terclase Bejelentkezési neve: 101594
Teljes neve: Alap Alma

Médosithato adatok

| 101594 - bejelentkezve.

Vezeteknev [hl ap |

Utdnéyv 1. Lﬁlm 3 |

i i Utdngy 2. | ]
Magyarorszag.hu Ve 0

20. Screen for changing KKK user data

5.2.2 Changing the password of a secondary user

The primary user — acting as administrator — istledtto change the password of every
user.
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XML séma letdliése

101594 - bejelentkezve

Kijglentkezéa

Magyarorszag.hu

Jelszo modositasa

Felhasznalo
Bejelentkezési neve: 101594
Teljes neve: Alap Alma

Modosithato adatok

Uj jelsza: || |

| |

Uj jelszd

21. Screen for changing the password of the KKK use

The primary user — unless it changes its own passive needs to inform the affected

secondary user since in such cases the applicatoes not send a notice to the user.

5.2.3 Changing the e-mail address of secondargras

When the e-mail of a user is changed the applicadends a message to the changed
address. If the primary user changes the e-markeaddf a secondary user, both users get
an e-mail notice informing that the e-mail addrieas been changed, with the difference

that the message sent to the secondary user wlilida the activation URL — in order to

verify the e-mail address.
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Dt E-mail cim modositasa

""" Fyvan | Felhasznalo

Bejelentkezesi neve: 101594

Teljes neve Alap Alma

Modosithato adatok

101594 - bejelentkezve

Kiglentkezgs E-mail cim: |

Magyarorszag.hu

22. Changing the e-mail address of secondary users

5.2.4 Changing the access privileges of a secondser

In the course of registration at the customs oftiee Client may obtain a variety of
privileges for sending electronic messages sinc&KKEB offers the option of sending
different kinds of messages. Accordingly, the peiges received may be assigned in a
variety of combinations to the secondary userfiefGlient.
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Masodlagos KKK-felhasznalé jogosultsagai

Ugyfel

Név: HJU RT

VRID: HUO000015413
: ECRI: HU000001541%
| 102473 - bejelentkezve. .
: Kiekentiezes | Azonositd: 100021

Felhasznalo

Bejelentkezesi neve: 101798
Teljes neve: Teszt Tihamer

Jogosultsagok:

A felhasznald nem rendelkezik kommunikacids jogosultsaggal.

Jog hozzarendelese |

Vissza

23. Changing the access privilege of a secondaryeus
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Vam- és Pénzligyodrség

B ' Felhasznaloi jog rendelése KKK-felhasznalohoz

Ugyfel
MNeév: HJURT
VPID: HU0000015413
4 EORI: HU0000015413
102473 - bejelentkezve.
= z Azonositd: 100021
Kijelentkezés

Felhasznald
Bejelentkezasi neve: 101798
Teljes neve: Teszt Tihamér

Felhasznaloi jog érvényessége (éééé.hh.nn oo:pp)

Enényesseég kezdate: |

Envéryesség vége: |

Hozzérendelendé jog (csatorna):

Csatorna neve Technikai neve Ervényesség kezdete | Ervényesség vége |Hozzarendel
Elektronikus vameljdrasok http:/ivam.gov.hu/CDPS 2008.09.25 13:15 20991212 1212 )
Export-visszatéritéses szallitmany berakodasanak bejelentése | http/ivam.gov hw/ARUREG/EVT | 2009.03.03. 13:48 2099.12.31. 00:00 &
ECHN+ Kilépési gy(jtd arunyilatkozat http:/fivam gov. hu/ECHP 2009.05.16.10:00 2099.12.31. 23:59 @
CDPS eRegadd csatornaja http:/ivam.gov.hu/CDPSRA 2009.06.23. 12:00 2099.12.31. 23:59 ]

ICS (Import Control System). Behozatali Ellendrzd Rendszer | httpz/fvam.gov ht/ARUREG/ICS | 2009.11.04. 10:00 2099.12.31. 2359

Vissza

|
24. Assign privileges by clicking the dial

Further privileges may be granted by clicking ¥Assign privilege’ push button, which
displays the list of privileges assigned to thee@i to choose from.

A precondition for assigning privileges is to fdbrrectly the *Valid from’ and "Valid
until’ fields.

The primary user assigned to the Client is autontally assigned all the privileges
assigned to the Client. The primary user is entitle® assign privileges to secondary
users or delete any privileges already assigned.

Privileges assigned to the secondary user may bedrmsiwvn in the 'Privileges of
secondary KKK user’ menu option.

For every operation initiated by the primary usemaerning the data and access level of a
secondary user the application sends an e-mail agest® both the primary and the
secondary users.

5.5 Delete a secondary user

In justified cases the deletion of a user may bees®ary. Both the primary and the
secondary user may be deleted. The applicationssémel user an e-mail message
concerning the successful deletion.
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i KKK-felhasznalo tirlése

Felhasznalo

Bejelentkezési neve: 101798

Teljes neve: Teszt Tihamer

- 102473 - bejelentkezve. Torol |
Kiielentkezés |

VPOP Ope

Vissza

25. Screen for deleting a secondary user

If the primary user deletes his own access, therskary users may continue performing
their activities but a new primary user needs todggstered.

Deletion is an irreversible operation and thereforemust be used only in really
justified cases.

5.6 Ban web user(s) in the EUC

Banning a web user may become necessary when thefdde primary user assigned to
the Client are obtained by unauthorized persorikaye are doubts concerning the person
or reliability of the primary useiThis procedure may be initiated by the Client with
the customs authorities!

In this case every user assigned to the Clientbalin a banned status and will be not
authorized to send messages on behalf of the ClAdter the registration of a new
primary user the banned status may be lifted ughéynew primary user.
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6. Handling of messages

The Handling of messages menu item offers optionsiploading XML messages to be
sent to the business systems as well as viewingdamthloading the messages sent by
the system.

----- Uzenetek kezelése

M elyesitett =
KK alhaeaegie. | 102473 Teszt Felhasznalo 5] Kialaszt |
Valasziizenetek letiltése a megfeleld csatornarol:
) Csatorna neve Csatorna technikai neve | Letdlt
: 102473 - bejelentkezve. ) .
Elektronikus vameljarasok http:/fvam_gov hu/CDPS Ny
Kiiglentkezés |
Export-visszatéritéses szallitmany berakodasanak bejelentése | hitp:/vam.gov. hu/ARUREG/EVT 2%
ECN+ Kilepesi gydjtd arunyilatkozat http:/fvam.gov. hu/ECNP Ny
CDOPS eRegadd csatomaja http:/fvam.gov. hu/CDPSRA Ny
ICS (Import Control System), Behozatali Ellendrzé Rendszer | http/fvam_gov. hu/ARUREG/ICS Ny

Uizenetek feltiltése:

Boritekolt Ozenet feltdltése |

26. Handling of messages

6.1 Upload messages

When uploading messages the ‘Browse’ push buttauldhbe used as shown on the
screen below to select the file to be uploadedthed clicking on the 'Upload’ (Feltolt)
button the application sends the selected XML tdehe business system through the
KKK-Kdzvetité (KKK Sender).
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Boritékolt iizenet feltiltése

KKK-felhasznalo adatai
Bejelentkezesi név: 102473

Teljes nev: Teszt Felhasznale

A feltéltend tizenet: |

Feltalt |

Tallozas... |

Vissza

27. Uploading messages

6.2 Handling response messages

Uzenetek kezelése

Megszemélyesitett
KKk felhasznald:

v | Kivalaszt

| 101676 - Kaiser Zsolt Laszlé 2

Valasziizenetek letéltése a megfelelé csatornarol:

Csatorna neve Csatorna technikai neve Letolt
Elektronikus vameljarasok http:/fvam.gov.hu/CDPS Ny
Export-visszatéritéses szallitmany berakodasanak bejelentése | http:/fivam.gov hu/ARUREG/EVT Ny
ECN+ Kilépési gy(jtd arunyilatkozat http:/fvam.gov hu/ECNP Y

Uzenetek feltsltése:

[ Boritékolt Gzenet feltdltése ]

-

28. Handling response messages
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Felhasznalé csatornardl letdltendd valasziizenetei

Megszemelyesitett KKK felhasznalo
101676

Csatorn

Bejelentkezesi nev Ney. ECN+ Kilepési gyujto arunyilatkozat

Teljes nev: Kaiser Zsolt Laszld 2 Technikai nev:  http:/fvam.gov.hu/ECNP

Valasziizenetek:

. 101676 - bejelentkezve

Kijglentkezes

Ezen a csatornan jelenleg nincs letéltendd (zenset.

Vissza

Magyarorszag.hu

Felhasznalo csatornardl letéltendé valasziizenetei

M Al
i)

KKK-felh: alo Csatorna

Bejelentkezési nev. 101345 hev: Elektronikus vmeljérasok

Teljes név: Csorba Baldzs  Technikai név: http://vam gov hu/COPS

Valasziizenetek:

101345 - bejelentkezte.

Kielentkezée

123456789

Beérkezés Uzenet azonositéja Hivatkozott iizenet azonositoja Uzenettipus neve Megnézte? | Atvette? | Letolt| Tordl

2009.04.17.13:23

653ad2cc-eed9-6012-e040-11ac4h024e85

54efb009-ech1-80da-2ad6-0050a1d3hf2

Ertesités iizenst - arunyilatkazat {v1.0)

=

2009.04.17.13:23

653ab9h2-2adf-41cc-e040-11ac4c02409d

54efb009-ech1-80da-2ad6-0050a1d3hf2

Ertesités izenet - arunyilatiazat (v1.0)

2009.04.17.13:25

67hf7144-250-b18a-2040-11ac4h021aa6

54efb009-ech1-80da-2ad6-0050a1d3bf2

Ertesités iizenet - arunyilatkozat (v1.0)

]

W

2009.04.17. 13:26

67bf73da-0226-97b6-e040-11ac4b027940

54efb009-ech1-80da-2ad6-0050a1d3hf2

CDPS Elektronikus hatarozat

v
x
=

o foom | [ ]

=i

123456789

Vissza

30. Response messages of the user downloadable frijva channel

The result of uploading and the response messagesajed by the business system are
displayed by the KKK-WEB as shown above.

The application flags the messages that have hieered at least once by the user.

The primary user has the option to enquire his omessages and the ones of every
secondary user.
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6.2.1 Receiving electronic messages

Telles nev:

Bejelentkezesi nay;

Pénziigy6rség

- KKK2 - Kiilsi uni zpont 2.0

Megszemélyesitett KKK felhaszndlé Csatomna

100143 Ney:

Zzemlye Peter  Technikai név.  hitpivam.gowhu/CORS

valasziizenetek:

Felhasznalé csatornardl letdltends valasziizenetei

Elektronikus vameljarasok

{143 - b 2o

Kiielentkezés

Beerkezes

Uzenet azonositoja

Hivatkozott iizenet azonositoja

Uzenettipus neve

Megnézte?

Atvette?

Letilt

Taril

2008.10.17
11:03

90Bp56def-deac-4098-aai2-
£529e50c0846

aal15000-echl-11da-Sad]
000010000033

KK nyugta Gzenet (COPS)

¥

|

2008.10:17.
11:04

589703ecc-5133-6abe-e040,
00701005ebe

aal15000-gcb1-11da-Sad1
000010000033

KK nyugta Gzenet (COPS)

x<

20081017
11:04

53410eb0-able-ee1d-e040,
11ac4b02583d

aal15000-ecb1-11da-ad1
000010000033

Ertesités Gzenet -
arunyilatkozat (v1.0)

I |

2008:10.17.
11:04

af106685-ece0-42h5-9066-
AD07 af3d356

2al15000-ech1-11da-Yad1
000010000034

KKK nyugta Ozenet (COPS)

20081017
11:04

59220d92-2293-804 2040,
0070100585c

aal15000-ech1-17da-Had1
000010000034

KKK nyugta Gzenet (COPE)

| D

2008.10.17.
11:04

§33fiBeb-abdE-6620-2040-
11ac4b026837

aal15000-ecbl-11da-9ad1
000010000034

Ertesités Gzenet -
arunyilatkozat (v1.0)

il

2008.10.18
08:19

59520e8c-0126-26d-e040-
11ac4b0228ee

aal15000-echl-11da-Had]
000010000004

CDPS Elektronikus hatarozat

oL

| Yissza

31. Response messages of the user downloadable friba channel

The message shown on the screen above — CDPSdBliealecision — closes a customs

procedure linked to a customs declaration filectl®gtronic means.

There are five working days available for takingeoan electronic decision. The official
date of receipt will be the date when the messagagownloaded. If a message is not
taken over within 5 working days it will be inacedse for the Client. Decisions not
taken over by electronic means are printed ouhbycompetent customs office and may

be taken over at the customs office or are sebbyentional mail.

The 'Receive message’ window opens by clickingl@download icon FB)
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Uzenet atvétele

Meg: slyesitett KKK-felhasznalé Csatorna
Bejelentkezési ndv. 101345 Néw: Elektronikus vameljarasok
Teljes név: Csorba Balazs Technikai nev:  http://vam.gov.hu/COPS

101345 - bejelentkezve.

Beerkezes iddpontja: 2009.04.17. 13:26

Uzenettipus neve: CDPS Elektronikus hatarozat
Uzenet azonositsja: 67bf7 3da-0226-97h6-e040-11ac4b027940

Hivatkozott Gzenet azonositdja: 54efb009-ech1-80da-2ad6-0050a1d3bfi2

Hatarozat adatok:

DATUM: 2009.04.17. 13:26:31

VPID: HU0000009502

KOT_AZON: HU0400089211A301193000910754
CDPS_ID:  HU015000242009E03840

E23: A HUD15000242009E03840 CDPS_ID-hez tartozo elektronikus hatarozat elkeészilt, jelen értesitésem mellekleteként letélthe

VZENET: 54037203 63142 S7LA_DATA

Csatolmanyok:

Neév | Megjegyzés |Letort

E0150049A026311 | Elektronikus hatarozat é\loma‘ny| }:ﬂ

[ Boritékolt tzenet letéltése ] [ Uzenet torése ]

32. Receive messages

The screen displays both the particulars of thesages and the attachments. By clicking
on the Download attachments icon the electronicsdetmay be opened and viewed in
pdf format and by clicking on the 'Download enveddpmessage’ button the XML
message may be opened.

Settings of Acrobat Reader required for the visadion of the electronic signature
featured in the electronic decision are availaleleeh
http://vam.gov.hu/loadBinaryContent.do?binaryld=@719

Messages may be deleted only if have been alreiadyed, otherwise the ‘Delete’ button
displays the following error message when click@tle message cannot be deleted
because you have not seen it! (Seeing means dadundp@n the web platform or
invoking Download() on the web-service.)
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Uzenet torlése
Megszemélyesitett KKK-felhasznalo Csatorna
Bejelentkezési név: 101345 Néwv: Elektronikus vameljarasok
Teljes newv Csorba Balazs Technikai név:  http:/ivam.gov.hu/CDPS
: Beérkezés idépontja: 2009.04.17. 13:23
i 101345 - bejelentkezve. = i
- Uizenettipus neve: Ertesites Ozenet - arunyilatkozat (v1.0)
R
Uzenet azonositdja: 653ah9b2-2adf-4 1cc-e040-11acdc02409d
¢ Portal Hivatkozott iizenet azonositoja: 54efh009-ecb1-80da-2ad6-0050a1d3bff2
Vissza

33. Deleting messages
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Download XML scheme

electronic messages that may be sent to the apptica

If a message is uploaded in other format than ¢herse, the processing fails and the

application sends a response messages includengtadport.

Vam- és Pénziigydrség

[ KiK2 _ Kulst Kommuni

02473 - bejelentkezve.
Kijelentkezéa

ios Kozpont 2.0

XML séma letéltése

Boriték séma adatai

Boriték séma neve

http://schemas.vam.gov.hu/VPEnvelope/1.0#VPEnvelope

Ervényesség kazdste 2007 03.01 00-00

Evényesség vége

Boriték séma letoltése

2099 12.31. 23:59

Elsédleges séma lista:

1234561
Csatorna neve Uzenettipus neve Ervényesség kezdete | Ervényesség vége | Letalt
Banki 0zenetkilldések (EBUK) | Vémasszegek ugyfél altal torténd befizetését igazold izenetek | 2007.10.01. 00:00 2099.12.31. 23:59 H Q,
Banki izenetkaldgsek (EBUK) | KKK hiba tzenet (EBUK) 2007.10.01. 00:00 20991231 2359 | Q,
Banki tizenetkilldések (EBUK) | KKK nyugta tzenet (EBUK) 2007.10.01. 00:00 20991231 23:59 ﬂ Q,
Bevallasok megtekintése Bevallas megtekintése tzenet (v1.0) 2008.05.26. 00:00 2099.12.31 23:59 Fﬂ Q
CDPS eRegada csatomaja CDPS eRegadd értesités 2009.06.23.10:19 2099.12.31. 2359 H Q
CDPS eRegadd csatomaja CDPS eRegadd hatarozat 2009.06.23. 10:19 2099.12.31. 2359 ﬁ Q,
CDPS eRegadé csatomaja CDPS eRegadd bejelentd zenst 20090623 10:19 2099:12.31. 23:59 ﬂ Q,
CDPS eRegadd csatomaja CDPS eRegadd bejelentd tzenet (v2.1) 2009.10.13. 10:15 2099.12.31. 23:59 Fﬂ Q,
CDPS eRegada csatomaja KKK hiba tizenet (COPSRA) 2009.06.23. 10:19 2099.12.31. 23:59 ﬂ Q
CDPS eRegadd csatomaja KKK nyugta Gzenet (CDPSRA) 2009.06.23 10:19 2099.12.31. 2359 ﬁ Q,

1234567

34. Download XML scheme
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8. Forgotten password

If the user forgets the passwords the ’'Forgottessward’ link is available. The
application generates and sends an e-mail to tinaileaddress attached to the user
including the activation URL.

Jelszo elfelejtésének jelzése

Bejelentkezési név: ||

Jelszax |

35. Reporting forgotten password

If a forgotten password is reported by a primargruafter clicking on the activation link
in the e-mail message the user must provide a nassword and also the Client
activation code issued by the customs authority.

Jelsz6 csere

Megjegyzés: az Ugyfel aktivacids kddot elsddieges felnasznald esetén kotelezd megadni, alapszintd felhasznaldnal nem kell.

Ugyfél aktivacids kod: |

Uj jelszé: |

Uj jelszd:

36. Changing password
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